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Abstract  

Internet facilities is one important part of the infrastructure of the campus at this time. 
Internet facility is a part of teaching and learning activities. Important part of the internet 
facility is the internet bandwidth, which is often deemed less bandwidth for certain majors 
at certain hours of lecture hours especially active. To overcome this there needs to be an 
analysis and classification of the internet traffic at each point where the distribution of 
bandwidth is done so that in the end can provide information that can support decision for 
internet traffic management. One algorithm for classification algorithms used are Naive 
Bayessian, in which the classficication process before the beginning of the internet 
bandwidth usage data that exists in one period will be collected to be input to the Naive 
Bayessian algorithm for the distribution of clusters on the use of existing bandwidth based 
applications that use the internet and network users. But the initial dataset that of the Naive 
Bayessian is not optimal yet, to optimized it, the feature from initial dataset need selected 
so that the result from Naive Bayessian classficication algorithm became more accurate. 
Results to be obtained from this study is the selection of data feature can improve 
classification and analysis of Internet traffic based on user applications and the amount of 
capacity used by the user, which information the classification results can be used to 
optimize internet bandwidth. 
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Introduction 

Internet facilities is one important part of the infrastructure of the campus at this 
time. Internet facility is a part of teaching and learning activities. Important part of the 
internet facility is the internet bandwidth, which is often deemed less bandwidth for certain 
majors at certain hours of lecture hours especially active. To overcome this there needs to 
be an analysis and classification of the internet traffic at each point where the distribution 
of bandwidth is done so that in the end can provide information that can support decision 
for internet traffic management. In the past, internet traffic classification research method 
can be classified into port-based method, payload-based or heuristic protocol, behavior 
analysis-Based method and statistical data based. Due to the development of the 
application of flexible port the research method has left the port-based and payload-based 
to a more intelligent method in order to utilize the available bandwidth. Several researches 
can be mentioned such as Machine Learning (ML) Algorithms (Abuagla & Mohd Nor, 
2009), Classification using The Algorithm Self Organizing Map Algorithm (SOM) 
developed by Monash University which introduce clustering mechanism based on the 
volume of internet bandwidth usage (Wang, Abraham, and Smith, 2005).  

The feature selection is applied to classify the generated data. Part of the data 
members may have the same features. Although the feature selection method could give 
better performance for the detection of the use of the Internet but the traffic is still has 
modest complexity. The use of the Internet traffic such as database, games which attacks 
worms and viruses are not taken into account (Park,Tyan, and Kuo, 2006). 

Significant research in feature selection for Machine Learning is done by ZHAO Jing-jing, 
HUANG Xiao-hong in 2008. The result clearly explains that feature selection is the most 
important step in ML. Good feature does not only improve the accuracy of algorithms but 
also improve the computational performance (ZHAO Jing-jing, HUANG Xiao-hong, 
2008). Gu reported that there still need more work to find the features that are suitable and 
appropriate to improve the accuracy of classification internet traffic. (Chengjie GU, 
S.Hunyi ZHANG and Xiaozhen XUE in 2011). 

This paper will compare 2 feature selection algorithms where the Internet traffic 
has same correlations that could fit into the same class. Formerly, the Correlation Feature 
Selection (CFS) is used in the feature selection to find a collection of the best sub - sets 
data from the existing data but miss to find the discriminant and principal of a body 
dataset. We plan to use Principal Component Analysis technique in order to find 
discriminant and principal feature for internet traffic classification. Moreover, this paper 
also studies the process to fit the features. 

Principal Component Analysis 

PCA mostly used as the first data analysis conducted on multivariate data sets, 
although further data analysis with other methods even more advanced one may be 
required. PCA is designed to model the data. This model is characterized by the correlation 
between some nontrivial. Esbensen explained that the main component analysis (PCA) is a 



multivariate data analysis method mostly used for exploratory analysis of data, outlier 
detection, rank (dimension) reduction, graphical clustering, classification, and regression. 
The proper understanding of PCA is a prerequisite for the controlling other latent variable 
methods, including Principal Component Analysis regression, multivariate calibration and 
classification. Since PCA allows interpretation based on all variables simultaneously, it 
will lead to a deeper understanding which one of individual variables is possible in 
(Esbensen and Rehearsal, 2009). One of the important types of data set that does not 
comply with these prerequisites is the orthogonal experimental design. The minimal 
notation and nomenclature which are introduced in this method is based on standard linear 
algebra notation and traditions that have evolved in chemometrics. It is considered as a 
starting value for a geometric interpretation of PCA as a method of projection, followed by 
a short mathematical background and some insights about the algorithms and their 
historical development. For example when a data set is didactical, a realistic size is used to 
describe a typical way that is applied in the PCA. The data for PCA should be collected in 
a two-way arrays or matrices, called X, where the column vector represents the 'variable' 
(eg attributes, wavelength, retention time, parameters of physical / chemical, toxicity 
values, and biological responses), and the row vector represents the measured variable 
component, which is often also referred to as a case, the sample, measurement, and so on. 
We have to choose the appropriate variables and objects for subsequent data analysis in 
accordance with the purpose of the research conducted.  The main formula of Principal 
Component Analysis and PCA Projection is shown in figure 1 and figure 2 below: 

 

 

 

 

 

 

 

Figure 1. PCA Projection From Matrix X Into 2 Vector 

 

 

 



 

 

 

 

 

Figure 2. PCA New Component Development  From Matrix X 

Naïve Bayes Classification 

Naive Bayes is based on Bayes' theorem and an attribute independence assumption. 
Its competitive performance in classification is surprising, because the conditional 
independence assumption on which it is based, is rarely true in real world applications 
(Zhang W, 2011). In his research Zhang said that Naïve Bayes focused on three aspects, 
there are constructing and improving Naïve Bayes model, naïve hypothesis is enable or 
not, and improve the feature selection for Naïve Bayes classification.  

Naive Bayes (NB) is very simple Bayesian network which has constrained structure 
of the graph. In NB, all the attributes are assumed to be conditionally independent given 
the class label. The structure of the NB is illustrated in Figure 3. The performance of the 
Naive Bayes classifier is surprisingly good even if the independence assumption between 
attributes is unrealistic. Independence between the features ignores any correlation among 
them. NB depends on probability estimations, called a posterior probability, to assign a 
class to an observed pattern. Naïve Bayes basic equation can be shown in e.g 1 

 

    (Eq 1) 

 

 

Research Methodology 

 The purpose of this work is improving internet traffic classification method by 
using Naïve Bayesian and Principal Component Analysis (PCA). For research 
experimental PCA using as a feature selection method to improving accuracy from Naïve 
Bayes classification. To achieve these research objectives the research methodology shown 
in fig. 3 



 

Figure 3. Research Methodology 

 The main contribution in this research is shown in the blue box on fig 3. In this 
research will using moore internet traffic dataset which is using in common internet traffic 
research, the data is collected from 
http://www.cl.cam.ac.uk/research/srg/netos/nprobe/data/papers/sigmetrics/. The next phase 
after data collected is to find the discriminant features in the Internet traffic dataset, 
Principal Component Analysis (PCA) is the technique to find discriminant feature in this 
research., the next process after feature selection is classify the Internet traffic dataset using 
Naïve Bayesian. The result from internet traffic classification will be evaluate and 
monitoring after the classification process done 

Experimental 

 In this research internet traffic classification experimental is processed by Naïve 
Bayesian algorithm, for experimental phase this study using 3 dataset for result 
comparation. In this experimental Naïve Bayes algorithm will compute class recall and 
class Precision of internet traffic classification that have been generated. The formula for 
the computation of accuracy, Class and Class Precision Recall is shown below: 

 Accuracy=  x 100% (Eq. 2) 

 Precision=  TP/(TP+FP)x 100% (Eq. 3)    

Recall=  TP/(TP+FN)x 100%  (Eq. 4) 

 

 



Table 1. 

 Number of Flows in Dataset 

FLOW CLASSES DATASET 8 DATASET 9 DATASET 10 

WWW 51695 59993 54436 

MAIL 2508 3678 6592 

FTP-CONTROL 63 75 81 

FTP-PASSIVE 102 1412 257 

ATTACK 129 367 446 

P2P 289 249 624 

DATABASE 43 15 1773 

FTP-DATA 386 90 592 

MULTIMEDIA 33 0 0 

SERVICES 220 337 212 

IOTERACTIVE  26 29 22 

GAMES 0 3 1 

TOTAL FLOWS 55494 66248 65036 

 

Table 2.  

Classification  Accuracy Result 

METHOD DATASET 8 DATASET 9 DATASET 10 

Naïve Bayesian Without 
Feature Selection 

58,35 % 67,44 % 56,10 % 

Naïve Bayesian With PCA as 83,48 % 78,97 % 75,62 % 

Naïve Bayesian With 
Another Feature Selection 

92,69 % 44,19 % 93,83 % 

Naïve Bayesian With PCA + 
Another Feature Selection 

89,96 % 78,97% 83,56 % 
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Table 3.  

Number of Class Identified 

METHOD DATASET 8 DATASET 9 DATASET 10 

Naïve Bayesian Without Feature 
Selection 

11 10 10 

Naïve Bayesian With PCA as 11 10 10 

Naïve Bayesian With Another 
Feature Selection 

7 6 7 

Naïve Bayesian With PCA + 
Another Feature Selection 

11 10 10 

 

 Based on experimental result, Principal Component Analysis have significant 
contribution to improving internet traffic classification accuracy, based on table 2 and table 
3 another feature selection method have significant contribution for improving 
classification accuracy but unfortunately this algorithm is not able to fit the data in the 
right class, it’s show in table 3, by using this method the result recognize were only 60-
70% class of the classes. Another significant result in this research is the combination 
between PCA as first feature selection method and another feature selection method show 
significant result for improving internet traffic classification accuracy and number of class 
recognize. This research recommended internet traffic classification framework for internet 
traffic management as shown in figure 4. 

 

 

 

 

 

 

 

Figure 4. Internet Traffic Classification Framework Recommendation 



 Figure 4 shown that before feature selection method for internet classification is 
recommended doing the discriminant feature selection using Principal Component 
Analysis (PCA), PCA is able to reduce the useless feature and not significant feature, PCA 
could help another feature selection method to find the best subset in internet traffic 
dataset. 

Conclusion 

 Internet traffic classification is one of best way for internet traffic management, to 
reach the best result in internet traffic classification feature selection is one of the 
important step in internet traffic classification, but unfortunately feature selection is not 
always produce good result for internet traffic classification, this research is recommended 
PCA as the first step for feature selection method in internet traffic classification. PCA is 
able to improve internet traffic accuracy and number of class recognize. 
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